Multi-factor authentication system
Onetime password (TOTP)

authentication
(Smartphone / Tablet)
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General Information

1. APC and smartphone are required to perform this step.

2. Use the wired LAN or Wireless(sums-wireless) when accessing from
on-campus. When you set up from off-campus, please access VPN
first.

3. Multi-factor authentication is required to access Gmail and VPN from
off-campus.
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Overall flow

1. Install the one of the following apps to a smartphone/tablet.
1-1 Microsoft authenticator
1-2 Google authentication system

2. Accessto the TOTP authentication page and display a QR code
for registration.

3. Read the QR code using the application of the smartphone/tablet and
iInput the generated password to the Multi-factor authentication
system.

3-1 Microsoft authenticator
3-2 Google authentication system

4. When accessing the Gmail / VPN, use the generated onetime
password from the apps of the smartphone/tablet.

Note : Smartphone : Android / iPhone 3
Tablet : iPad
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Microsoft Authenticator

1-1. How to install Microsoft Authenticator

iIPhone/iPad

1. Click “App store” from 1. Click “Play store” from home b
App Store

screen.
2. Search and install “Microsoft
Authenticator”

Play A k..

home screen.
2. Search and install “Microsoft

Authenticator”.
< Search < Q
Microsoft .
Authenticator Microsoft
, o Authenticator
Protects your online... : .
Microsoft Corporation
Install it 4.3% 50M+
816K reviews Downloads Rated for 3+ ©®
| Install it
4.6 4+ *O
e % e e o Years Old ' Productivity P

all your account

What's New Version History

Version 6.5.88 2d ago

Note : Apple ID/password may be required for
installation.
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iIPhone/iPad

1. Click “App store” from A
home screen.

2. Search and install “Google
authenticator”.

App Store

¢ Search

G

Google Authenticator

47 44 #15 = EN 38

kkkkh vears Old tisties e i
What's New Version History
+ Bug fixnes. Mo 350

Note : Apple ID/password may be required for
installation.

1-2. How to install Google authentication system

1.

2.

Google authentication

Click “Play store” from

home screen. o
Search and install “Google Play Z b-..
authenticator”.
¢ Q i
Google
Authenticator
Google LLC
2.4 % 100M+
455K reviews ® Downloads Rated for 3+ ®

Install on phone.
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2. Access to the TOTP authentication page
TOTP authentication page (https:/mfa-idp.shiga-med.ac.jp/wptotp/)
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Multi-Factor Authentication System

Usarname
ETAFEM
Al F0 . =4
W
] (@) i B = 1K
= SHIGA UNIVERSITY OF MEDICAL SCIENCE
Password
B Read the displayed QR code with the authentication app.
Enter the code generated by the authentication app and press the register button to
0 oo not cache username and complete the registration.
password

B

F—  Z4XI0OWEIMN

Register



https://mfa-idp.shiga-med.ac.jp/wptotp/
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Microsoft Authenticator

3-1-1 Open the Microsoft Authenticator app and go to the QR
Code Scan]

Authenticator

10:33 97

= Authenticator

Other (Gannle Facehnnk stn)

Add work or
school account

Sign in
| Scan QR code |
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Microsoft Authenticator

3-1-2 Read the QR code by using the Microsoft Authenticator app. Enter the
generated password and register to the Multi-factor authentication system and
“register” it.

EoAPEAL
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= Authenticator

Read the displayed QR code with the authentication app.
Enter the code generated by the authentication app and press the reg
complete the registration.

4 — 0 FAMIOWEIMIC

1 8 9 9 7 6 Or enter code manually

@ shiga-med.ac.jp

‘1 98 979 C\
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Processing was normally completed.

You have registered OTP.
code = 1100009

oK|
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Google authentication

3-2-1 Open the Google Authenticator app start up “QR Code

Scan”

Authenticator

= Google Authenticator o

O

Allow Authenticator to take
pictures and record video?

While using the app

Only this time

Don't allow
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Google authentication

3-2-2 Read the QR code by using the Google Microsoft Authenticator app and
enter the generated password to register into the Multi-factor authentication

system.
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15:03 9 all = .

Read the displayed
Enter the code gen
complete the regist

EIXFEA
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Processing was normally completed.
You have registered OTP.
ﬁ= 1100009 10
K

FhovhERR

he register button to

shiga-med.ac.jp | |

[770 336 | |
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4-1. When access to the Gmail/VPN

When multi-factor authentication screen is displayed, please follow the

following steps.
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Multi-Factor Authentication System

Username

Password

O Do not cache username and

password
Hmet#

B, AA=YVI TRV REI(AT—
7 4> DBAEIFFID0 BIEIC A FT) LTOT
EihSERTEET.

TOTPERAEIE. Google Authenticator®
Microsoft AuthenticatorZA~¥—h7 s

h 4

BEEHXT

C

X e = ]

6 https://mfa-idp.shiga-med.acjp/idp/profile/
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Multi-Factor Auth
System

choose authentication
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4-2 Enter the generated onetime password in 6-digit from Microsoft

authenticator or Google authentication app into the field of token code
and click “log in”.

Microsoft Authenticator

Authenticator
@ shiga-med.ac.jp

198 979 G

Google authentication

15:03 4
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Multi-Factor Authentication System

Enter the token code
(a six-digit number)
displayed on your

GoogleAuthenticator.

—223—R

To register on a very first time please
enter any 6-digit number to display a
registration button.

Also please make sure that your device
has correct time set!
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