Multi-factor authentication system
Time-based OneTime Password

(TOTP)
(Mac/Windows PC - OTP Manager)
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General Information

1. APCisrequired. The internal clock of PC should be set accurately.

2. Use the wired LAN or Wireless(sums-wireless) when accessing from

on-campus. When you set up from off-campus, please access VPN
first.

3. Multi-factor authentication is required when accessing to Gmail and
VPN from off-campus.
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Overall flow

1. Install the OTP Manager app to a Mac/Windows PC.

2. Accessto the TOTP authentication page and display the secret key
for registration.

3. Enter the secret into the OTP Manager. Then enter the generated
key created OTP Manager app to the TOTP authentication page.

4. When accessing the Gmail / VPN, use the generated onetime

password created from the OTM manager app.



1. Installation of OTP Manager

Windows

Install the OTP Manager app from Microsoft Store.

OTPManager

(https://www.microsoft.com/ja-jp/p/otp-manager/9nblggh6hngn#activetab=pivot:overviewtab)
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Mac

Install the OTP Manager from App Store.
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https://www.microsoft.com/ja-jp/p/otp-manager/9nblggh6hngn#activetab=pivot:overviewtab
https://www.microsoft.com/ja-jp/p/otp-manager/9nblggh6hngn#activetab=pivot:overviewtab
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2. Access to the TOTP authentication page from PC

TOTP authentication page (https://mfa-idp.shiga-med.ac.jp/wptotp/)
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m Read the displayed QR code with the authentication app.
Enter the code generated by the authentication app and press the register button to
\ complete the registration.
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https://mfa-idp.shiga-med.ac.jp/wptotp/

3-1. (Windows) To start OTP Manager app

Open the OTP Manager app
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No accounts

Add via QR

¢ Add manually |
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OTP Manager
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010468

Userl

Secret
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Issuer

SUMS

Allow exporting
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3-1. (Mac) To start up OTP Manager app

Open the OTP Manager F) OTPManager - Local + =

MAC Manage your Tokens
® ® {0 OTPManager - Local +

Welcome to OTPManager

i

[OTP Manager &\

© T W GThManager SUMS 835 748

€ Import & Export Version: 2.1.7 Build: (146.0) User1

13 Move Tokens

No tokens found in the Local Keychain.

More ...

About
= e D Install OTPManager on your iPhone and Apple Watch for the full interconnected experience.

a7 FAQ

(ONchenasios @ OTPManager now communicates via iCloud and s

B2 Send Feedback

® support us "\_ Use the Global shortcut "\X*30" to open the Sys
[ Legal

B9 To get started, add a new token or import §

-+ Add Token
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Drop Import Files

< Import & Export

You are adding Tokens to the Local Keychain
131 Move Tokens

Issuer: | SUMS

More ...

0 About Username: | User1 |
2

SEAC secret: [ O52Fvz2YXG3FQCaV |
® Changelog

3 Send Feedback Advanced Settings >

® Support us Clear Add Token
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3-2. To set the TOTP Authentication page
Enter the generated 6-digit number to the TOTP authentication page.
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SUMS -

Read the displayed QR code with the authentication app.
Enter the code generated by the authentication app and press the register button to
lete the registration.
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4-1. When you access Gmail / VPN

When multi-factor authentication screen is displayed, please follow the

following steps.
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4-2 Enter the code generated in the OTM Manager app to the

token field.
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